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Special Problem 08a:  

For this case, a Win 10 C: partition was examined within RADISH. Just like with any other case, 
the first step was to create a disk image file of the drive so that it can be examined. It is possible to do so 
using WinHex as seen in Figure 1. Now that the C drive image has been created, TSK and other hex 
viewer tools can be used to further understand this drive. One thing to note is that we know that the file 
system of the drive is NTFS. First TSK tool that I used was istat which shows metadata details depending 
on what inode/MFT entry number you input. For this case, I used Inode 0, 1, 2, 6, 7 which correspond to 
$MFT, $MFTMirr, $LogFile, $Bitmap, $Boot. Fsstat was used to find a more detailed display of the file 
system and meta data information. Other tools that were used include img_stat, fls, and blkcat. In 
addition to this, I was able to add the disk image file to WinHex for further inspection of hexadecimal 
and ASCII values of each section. This made it possible to not only see the Partition Boot Sector but to 
also see the format and pinpoint each field name as seen in Figure 20. In order to find out more about 
the partition table such as starting sector numbers and sizes, the diskpart and mmls tools were used. 
Diskpart allowed me to list all disks on RADISH which can be used in conjunction with mmls to list 
partition table contents. 

 
  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
Fig 1: After successfully creating a disk image file of the C drive on WinHex. (File Create 

Disk Image) 
 

 
 

 



Fig 2: After running “istat -f ntfs DriveC.001 0”  $MFT (Inode 0) Details Using istat (output is 
too long to screenshot so there are only 2 partial screenshots: one of beginning, one of end) 

 

 



 
Fig 3: $MFT details in WinHex 

 



 
Fig 4: After running “istat -f ntfs DriveC.001 1”  $MFTMirr Details Using istat 

 



 

 



Fig 5: $MFTMirr details in WinHex 
 

 
Fig 6: After running “istat -f ntfs DriveC.001 7”  $Boot Details Using istat 

 



 

 
Fig 7: $Boot details in WinHex 

 



 
Fig 8: After running “istat -f ntfs DriveC.001 2”  $LogFile Details Using istat  

 

 



 
Fig 9: $LogFile details in WinHex 

 



 
Fig 10: After running “istat -f ntfs DriveC.001 6”  $Bitmap Details Using istat  

 



 

 
Fig 11: $Bitmap details in WinHex 

 
 
 
 



MFT Entry The sector location Sector size Attributes 
$MFT 6291456 1024 bytes 0x10, 0x30, 0x80, 

0xB0 
$MTFMirr 16 1024 bytes 0x10, 0x30, 0x80, 

0xB0 
$Boot 0 1024 bytes  
$LogFile 6025480 1024 bytes  
$Bitmap 6287624 1024 bytes  

Fig 12: table with information of each MFT entry 
 
 



 
Fig 13: After running “fsstat -f ntfs DriveC.001” Disk details using fsstat 

 

 
Fig 14: After running “img_stat DriveC.001” displaying basic details about the image file 



 

 
Fig 15: After running “fls -p DriveC.001” listing file/directory names and full path of files 

 

 
Fig 16: After running “fls -d DriveC.001” listing deleted entries of C Drive 

 



 
Fig 17: After running “blkcat -f ntfs -h DriveC.001 0”Displaying hex and ASCII contents of 

file system in disk image within terminal 
 



 
Fig 18: Opening image file in WinHex (Shows all folders, system files, and other things such as 

free/idle space) 
 

 
Fig 19: Hex and ASCII values in WinHex 

 



 
Fig 20: PBS Format  

Jump instruction is highlighted in red, OEM ID is highlighted in blue, BIOS parameter block 
(BPB) is highlighted in purple, extended PBP is highlighted in black, bootstrap code is 

highlighted in green, end of sector marker (55AA) is highlighted in gray. Partition table starts 
from 1BE and ends at 1FE which is right before the sector marker. 

 



 
 

 
Fig 21: Using diskpart to find out about C: Drive 

 



 
Fig 22: After running “mmls -t dos \\.\PhysicalDrive0”  listing partition table content 

 
 Starting sector numbers Size in hex Size in decimal 
The entire partition 0 F00000200 64,424,509,952 
The PBS 0 200 512 
The partition table 2048 EFFF00000 64,423,460,864 

Fig 23: Table displaying information for NTFS partition 
 

 


