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Special Problem 08a:

For this case, a Win 10 C: partition was examined within RADISH. Just like with any other case,
the first step was to create a disk image file of the drive so that it can be examined. It is possible to do so
using WinHex as seen in Figure 1. Now that the C drive image has been created, TSK and other hex
viewer tools can be used to further understand this drive. One thing to note is that we know that the file
system of the drive is NTFS. First TSK tool that | used was istat which shows metadata details depending
on what inode/MFT entry number you input. For this case, | used Inode 0, 1, 2, 6, 7 which correspond to
SMFT, SMFTMirr, SLogFile, SBitmap, SBoot. Fsstat was used to find a more detailed display of the file
system and meta data information. Other tools that were used include img_stat, fls, and blkcat. In
addition to this, | was able to add the disk image file to WinHex for further inspection of hexadecimal
and ASClI values of each section. This made it possible to not only see the Partition Boot Sector but to
also see the format and pinpoint each field name as seen in Figure 20. In order to find out more about
the partition table such as starting sector numbers and sizes, the diskpart and mmls tools were used.
Diskpart allowed me to list all disks on RADISH which can be used in conjunction with mmls to list
partition table contents.
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N L= 15+0+3=18 files, 14+0+1=15 dir.
Name « i . Modified Record changed ~
- 1path L_:magmg completed: 595 GB
mage consisting of 1 segment(s)
1 ProgiDuration: 17:50 min. 3.3 GB/min T-6 01/22/2018 1951442 -6 01/22/2018 19:51
|_1Progri f -6 03/26/2018 19:11:21.4 -6 03/26/2018 19:11
{_1Progr 3 -6 03/29/2018 21:26:38.1 -6 03/29/2018 21:26
i K- 03 = ;
1Wind MO (128 bit) % | & 02/11/2018 21:03:04.8 -6 02/11/2018 21:03
(Root 3 -6 02/14/2018 15:37:51.7 -6 02/14/2018 15:37
|_1Users [ -6 01/07/2017 2342229 -6 01/07/2017 2342
isleutl Fisshatsoliceoate v ek 6 02/08/2017 1911211 -6 02/08/2017 19:11
1 $Extel 01/03/2017 20:05:22.8 -6 01/03/2017 20:05:22.8 -6 01/03/2017 20:05
|_1Perfldg 07/16/2016 0545584 -6 07/16/2016 05:45:584 -6 01/03/2017 20:08v
‘D aace £ arc e -
Close D E By Drive C 52% free
0 a8 0F 00 File system: NTFS
e —00 00 00 00
00 OC 00 00 00O 00 00 02 00 00 00 00 00 00 OO Default Edit Mode
a 00 00 00 01 0O 00 00 F7 74 02 52 9C 02 52 AZ State: original
0 00 00 00 FA 33 CO0 BE DO BC 00 7C FB 68 CO 07 MBaD Tevel 0
a iE ?8 6? E]? CB 88 16 O0OE 0? 66 81 3E 03 I’JE] 4E tHicdo rverses n/a
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Fig 1: After successfully creating a disk image file of the C drive on WinHex. (File> Create

Disk Image)

insistat -f ntfs DriveC

Sequence: 1
uence Number:

Standard

E Attribute Values:

4FILE NAME (4
$DATA (128-6)




Fig 2: After running “istat -f ntfs DriveC.001 0” = $MFT (Inode 0) Details Using istat (output is
too long to screenshot so there are only 2 partial screenshots: one of beginning, one of end)

Offset | 0 1 2 3 4 5 6 7 8 9 A B € D E F| <] = &
0C0000000 46 49 4C 45 30 00 03 00 BC 99 27 1C 01 00 00 00 [EILED %'
0c0000010 |01 00 01 00 38 00 01 00 €O 01 00 00 00 04 00 00 8 A

0ocoo00020 (OO0 00 00 OO 0O 00 OO0 OO O7 00 OO0 00 OO 0O 0O 00
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0CO00000D0 5A 36 EB 01 2F 66 D2 01 00 40 00 00 00 00 00 00 zZe2 /fO @
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0c0000110 (OO 00 00 OO OO 00 OO0 OO 3F 08 01 00 00 00 0O 0O ?
Qpcooo0120 40 00 00 OO 0O 0O 00 OO OO0 0O B84 10 0O 0O OO0 0O @ o
0c0o000130 00 0O B84 10 00 0O OO OO 0O OO0 B84 10 00 00 00 0O i i
0c0000140 (33 40 87 00 0D 00 Oc 32 40 05 7A 1A 34 32 cO 7B | 3% 2@ =z 42Af
Qco000150 |D& 30 E3 00 00 00 00 0O BO 00 00 00 &0 00 0O OO0  O0& i b
gcooco0le( 01 0O 40 0O 0O 0O OS5 0O 0O 00 0O 00 0O 0O 0O 0O @

0c0000170 (09 00 00 OO 0O 00 OO OO 40 00 00 OO0 00 00 00 OO @
0ocooo0180 (00 AO 00 OO OO 00 OO OO OB S50 00 00 OO 0O OO QO
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SMFT
\

File size:

W/o slack:
Valid data length:

In-place mode!

Undo level:
Undo reverses:

Creation time:

Last write time:

Last access time:

Attributes:

Display time zone:

Mode:

Character set:
Offsets:

Bytes per page:
Window #:

No. of windows:
Case association:

Clipboard:
TEMP folder.

264 MB
277,086,208 bytes
277,086,208 bytes
277,086,208 bytes

1]
nfa

01/03/2017
20:05:22
01/03/2017
20:05:22
01/03/2017
20:05:22

SH

UTC -06:00
hexadecimal
ANSIASCH
hexadecimal
49x16=784
1

2

No

available
2.8 GB free

Di\Users\student\AppData\Local\Temp

Fig 3: SMFT details in WinHex




D:\Users\tkang6\Desktop\sleuthkit-4.4.6-win32\bin>istat -t ntfs DriveC
MFT Entry Header Values:
Entry: 1 Sequence:
$LogFile Sequence Number:
Allocated File
1

MDARD INFORMATION Attribute Value
Hidden, System
ID: @
curity ID: 256

Created: - :22.865724200 (Central Standard Time)
File Modified: 2017-& 3:85 .865724 (Central Standard Time)
MFT Modified: 7-0 . 72 {(Central Standard Time)
Accessed: )6 B81-83 2 5:22.865724280 (Central Standard Time)

$FILE_NAME Attribute Values:

Flags: Hidden, System
Mame: $MFTMir

Parent MFT Entry:
Allocated Size:

Created: 2 :22.8657242080 (Central Standard Time)
File Modified: 2@ 5' A : i 724 (Central Standard Time)
MFT Modified: 31-83 724 (Central Standard Time)

24 (Central Standard Time)

. Mame: MN/A
3-2)  Name: N/ Resident
Name: N/A Non-Resident size: 4096 init_size: 4096

Desktop\sleuthkit-4.4.8-win32\bin>
Fig 4: After running “istat -f ntfs DriveC.001 1” = $MFTMirr Details Using istat




offset 9 1 2 3 & 5 & 7 ® 8 A B € D E F |aal >
000002000 46 49 4c 45 30 00 03 00 BC 99 27 ic 01 00 00 00 [BrnEo ¢
000002010 01 00 01 00 38 00 01 00 <O 01 00 00 00 04 00 00 8 A
000002020 00 00 00 00 00 00 00 00 07 00 00 00 0O 00 00 00
000002030 2a 01 00 00 00 00 00 00 10 00 00 00 60 00 00 00  * :
000002040 00 00 18 00 00 00 00 00 48 00 00 00 18 00 00 00 H
000002050 5A 36 E8 01 2F 66 D2 01 5A 36 EB 01 2F 66 D2 01 ZzZ6& /£0 z6& /£0
000002060 5A 36 ES 01 2F 66 D2 01 5A 36 EB 01 2F 66 D2 01 z6& /£0 z6& /£0
000002070 06 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O
000002080 00 00 00 00 00 01 00 00 00 00 00 00 00 00 00 00

0ocoo00Z020 0O 00 OO OO OO 0O OO 00 30 00 OO OO0 €8 0O 00 0O 0 h
googoz2on0 (00 00 18 00 00 00 O3 00 4A 00 00 OO0 18 00 01 0O J
0000020B0 (05 00 OO0 OO0 00 OO0 O5 00 b5A 3e EB 01 2F 66 DZ 01 Z6e /0

0000020C0 |5A 36 E8 01 2F 66 D2 01 5A 36 E8 01 2F 66 D2 01 | zZ6& /f0 z6& /f0
000002000 |5A 36 EB8 01 2F 66 D2 01 00 40 00 DO OO0 OO 00 00 | Zee ffO @
00000Z0E0Q |00 40 0O 00 0O 0O 00 00O Oe 00 OO OO OO OO OO OO @

0000020F0 (04 03 24 00 4D 00 46 00 54 00 00 00 0O GO 00 00 SMFET

000002100 80 00 00 OO0 58 00 00 00 0O1 00 40 00 OO 0O 06 0O | £ X @
ooc0002110 (00 0O OO0 OO0 OO OO OO OO 37 08 01 00 OO0 OO 00 00 ?
000002120 (40 00 00 OO0 0O 00 OO0 OO OO0 00 B4 10 00 OO0 00 00 @ o
aooc002130 00 0O B4 10 00 OO0 OO0 OO OO 00 84 10 OO0 00 OO 0O i o
000002140 33 40 87 00 00 00 OC 32 40 05 7A 1A 34 32 0 7B  38% 2@ = 42.’5‘1{
000002150 (D& 30 E3 00 00 00 0O 0O RO 00 0O OO0 &0 0O OO0 00  ©O03 i *
000002160 (01 00 40 00 00 00 OS5 00 00 00 OO0 00 OO0 OO0 00 00 @
000002170 (09 00 00 OO OO OO OO0 OO 40 00 OO 00 OO 0O OO0 QO @
ooo002180 00 AD OO0 OO OO OO OO OO 08 50 0O OO0 OO0 0O OO QO
000002190 (08 90 00 00 OO OO0 OO0 00 31 06 85 E1 05 31 01 77 1.3 1w
0000021A0 |5D 3¢ 31T 01 84 0B 29 31 01 7 74 0 31 0L 3A F7 | I<1 . )31 |£ T ==
gooo021B0 (O7 0O OO0 OO0 0O OO OO0 OO0 FFP FF FF FF 00 00 00 0O Vyvy
SMFTMirr
\
File size; 4.0 KB
4,096 bytes
W/o slack: 4,096 bytes
Valid data length: 4,096 bytes
In-place mode!
Undo level: 1]
Undo reverses: n/a
Creation time: 01/03/2017
20:05:22
Last write time: 01/03/2017
20:05:22
Last access time:; 01/03/2017
20:05:22
Attributes: SH
Display time zone: UTC -06:00
Mode: hexadecimal
Character set; ANSI ASCH
Offsets: hexadecimal
Bytes per page: 49%16=784
Window #: 1
MNo. of windows: 2
Case association: Mo
Clipboard: available
TEMP folder: 2.8 GB free
DiUsers\student\AppData\Local\Temp




Fig 5: SMFTMirr details in WinHex

D:\Users\tkangt\Desktop\sleuthkit-4.4.@-win32\bin>istat -f ntfs DriveC.001 7

Links:

$STANDARD INFORMATION Attribute Values:
Flags: Hidden, Sy
Cwner ID: @
¢ ID: @
: Standard Time)
File Modified: 2:0 2.86572 ‘Centr Standard Time)
dified: 3:85:2: 24 : -al Standard Time)
Standard Time)

$FILE NAME Attribute Valu
Flags: Hidden, System
Name: %Boot

Parent MFT Entry:

Created: £) ) : 65724200 ( : Standard Time)
File Modified: 2817 ' 2.865724. ‘Central Standard Time)
7 55732 Standard Time)

Time)

$STANDARD INFORMATION (16-8) Mame: N/A

$FILE MNAME (48-2) Name: | Resident

$SECU  DESCRIPTOR ' Name: N/A  Resident
$DATA (128-1) Mame: N; Mon-Resident size: 8192

D:\Users\tkangbt\Desktop\sleuthkit-4.4.0-win32\bin>_

Fig 6: After running “istat -f ntfs DriveC.001 7" = $Boot Details Using istat




Offset
000000000
000000010
000000020
000000030
000000040
000000050
000000060
000000070
000000080
000000050
00000 00DARD
0000000BO
0000000CO
0o00Go00D0
0C00CO00ED
0000000F0
000000100
000000110
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000000130
000000140
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$Boot
\

File size:

W/o slack:

Valid data length:
In-place mode!
Undo level:

Undo reverses:

Creation time:

Last write time:

Last access time;

Attributes:

Display time zone:
Mode:

Character set:
Offsets:

Bytes per page:
Window #:

No. of windows:
Case association:

Clipboard:
TEMP folder.

Di\Users\student\AppDataiLocal\Temp
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80KB
8,192 bytes
8,192 bytes
8,192 bytes

1]
nfa

01/03/2017
20:.05:22

01/03/2017
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01/03/2017
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SH

UTC -06:00
hexadecimal
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A0y 16=784

1

2

No
available
2.8 GB free

Fig 7: $Boot details in WinHex
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D:\Users\tkang
MFT Entry Header

esktop\sleu

Values:

Sequence:
ile Sequence MNumber:

Allocated File

Links: 1

2017-61-83 20

$FILE NAME Attribute Value
Flags: Hidden, System
Mame: $lLogFile

Parent MFT Entry:
Allocated Size:

Created:

FllP 10u1+19u:

Offset g I =2 3
OBTEZ2100 52 53 54 5
0OB7Y E210¢} g0 10 00 a0
OB7EZ1020 00 00 00 OO0
ODB7EZ1030 DB FE 50 0%
OBTEZ1040 g 00 00 00
OB7TEZ1050 (70 00 00 00
OBTEZ1060 00 0O 00 00
OB7EZ1070 (CcA F4 50 0%
OB7EZ21080 FF FF FF FF
DBETE21080 (4E 00 54 00

e

thkit-4.4.8-win32\binristat -+ ntfs DriveC.

Name:
N/A

1E
oo
00
02
EQ
30
oo
02
oo
46

0%
aa
a0
oo
40
40
ao
ad
a0
53

0o
0o
0o
oo
00
0o
0o
0o
00
0o

o
o

a0
30
oo
01
oo
52
oo
D8
a0
oo

(Central
(Central
(Central S
(Central

67108364
Central
(Central
(Central
(Central

| Time)
TlmPl

Standard
Standard
Standard
Standard

Time)
Time)

Time)

Resident

9 A
00 00 00
00 00
0o o0
00 FF
00 00
57 37
0o oo
FE 50
00 00
00 00

[}
(o}

0o
Dz
0o
oo
0o
0o
0o
Dz
08
0o

. b E F
aod 00 00
00 E1 1
go 00 00
oo 00 oo
a0 00 00
a0 00 00
oo oo o0
g0 00 00
g0 00 00
g0 00 o0

IS

TR

LogFlle Details Using istat



$LogFile
X

File size:

W/o slack:
Valid data length:

In-place mode!

Undo level:
Undo reverses:

Creation time:
Last write time:
Last access time:

Attributes:

Display time zone:

Mode:

Character set:
Offsets:

Bytes per page:
Window #

No. of windows:
Case association:

Clipboard:
TEMP folder:

64.0 MB
67,108,864 bytes
67,108,864 bytes
67,108,864 bytes

0
n/a

01/03/2017
20:05:22

01/03/2017
20:05:22

01/03/2017
20:05:22

SH

UTC -06:00
hexadecimal
ANSI ASCHl
hexadecimal
40x16=784

1

2

MNo
available
2.8 GB free

Di\Users\student\AppData\Local\Temp

Fig 9: $LogFile details in WinHex




\Users\tkang6\Desktop\sleuthkit-4.4. i binzistat -

(Central

‘Central S

$FILE_NAME Attribute Value
Flags: Hi

19500
(Central
(Central

Attributes:

Name: N/A

Resident

n-Resident
785959

Standard

Standard

Standard
Standard
Standard
Standard




Offset
0BFEZ21000
0BFEZ21010
0BFEZ21020
0BFE21030
0BFE21040
0BFE21050
0BFEZ1060
O0BFE21070
0BFE21080
0BFE210%0
0BFEZ10R0
OBFEZ10BO
OBFEZ210CO
0BFEZ210D0
0BFEZ10ED
0BFEZ10F0
0BFEZ21100
0BFEZ21110
0BFE21120
0BFEZ21130
0BFEZ21140
0BFEZ21150
0BFEZ1160
0BFE21170
0BFEZ21180
0BFEZ211%0
0BFEZ211R0
OBFEZ11B0O
0BFE211CO
0BFEZ211D0

1 2.3 45 & 7 8 4 A B &8 E F v &
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF yVVVyvivivyvevey
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ¥V ¥
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF | yVVVVVVVVvVyvyyvy
FF FF FF FF FF 3F 00 00 00 00 0G0 00 00 00 00  yyyyyy?

00 00 DO 00 00 00 00 00 0O 00 DO 00 00 00 00

00 00 F8 FF FF FF FF FF FF FF FF FF FF FF FF STV VVYYIYYY
FF FF FF FF 01 00 00 00 00 00 00 00 00 00 00  $¥yvy

00 00 00 00 00 00 00 0OG OGO 00 0O OO0 GO 00 00

00 00 0O 0O 00 00 00 00 GO 00 0O 00 0O 00 00

00 00 00 00 00 FF FF FF FF FF FF FF FF FF FF %

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF yVVVivivivyvevey
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ¥¥¥
F8 FF FF FF FF FF FF FF FF FF FF FF FF FF FF

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

FF FF FF FF FF FF FF FF FF FF FF FF FF 00 00

00 00 0O 00 00 00 OO0 0OG GO OO0 00 OO0 0C 00 00

00 00 00 0O 00 00 00 00 GO 00 0O 00 00 00 00

00 00 00 00 00 00 00 0CG GO 00 DO 00 OO 00 00

00 00 00 00 00 E0 FF FF FF FF FF FF FF FF FF

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

FF FF FF FF FF FF FF FF FF ¥F FF FF FF FF FF

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

$Bitmap

A

File size: 1.9 MB

1,950,016 bytes

Wio slack: 1,950,016 bytes

Valid data length:

In-place mode!
Undo level:
Undo reverses:

Creation time:

Last write time;

Last access time:

Attributes:

Display time zone:
Mode;

Character set:
Offsets:

Bytes per page:
Window #:

No. of windows:
Case association:

Clipboard:
TEMP folder:

1,950,016 bytes

0
n/a

01/03/2017
20:05:22
01/03/2017
20:05:22

01/03/2017
20:05:22

SH

UTC -06:00
hexadecimal
ANSI ASCIH
hexadecimal
40x16=784

1
2

No
available
2.8 GB free

DiUsers\student\AppData\Local\Temp
Fig 11: $Bitmap details in WinHex




MFT Entry

The sector location

Sector size

Attributes

SMFT 6291456 1024 bytes 0x10, 0x30, 0x80,
0xB0

$SMTFMirr | 16 1024 bytes 0x10, 0x30, 0x80,
0xB0

$Boot 0 1024 bytes

$LogFile 6025480 1024 bytes

$Bitmap 6287624 1024 bytes

Fig 12: table with information of each MFT entry




D:\Users\tkangb\Desktop\sleuthkit-4.4.8-win32\bin>fsstat -f ntfs DriveC
FILE SYSTEM INFORMATION

tem Type: NTFS
olume Serial Number: A252

First Cluster of MFT: 7
First Clustev DF hFT Mi

gs: Resident
: Mon-resident
2 ent, Index
¢OBJECT ID (64) S ; o .
$\ECHPITY DESCR :' ( Size: No Limit : Non-resident
? Flags: Resic
) Size: 12-12 Flags: Resident
Limit Flags:
Mo Limit Flags
e: Mo Limit F
Flags: Mon- realient
6384 Flags: Mon-resident
Flags: Resident

D:\Users\tkang6\Desktop\sleuthkit-4.4.8-win32\bin>g

D:\Users\tkang6\Desktop\sleuthkit-4.4.8-win32\bin>img_stat DriveC.801
IMAGE FILE INFORMATION

sleuthkit-4.4.0-win32\bin>_
Fig 14: After running “img_stat DriveC.001”-> displaying basic details about the image file



n32\bin>f1ls -p DriveC.881
$AttrDef
4%BadClus
4BadClus:%Bad
$Bitmap
%Boot
%Extend
$lLogFile
$MFT
$MFTMirr
$Recycle.Bin
LSecure: $5SDH
Secure:$S5II
tSecure: $SDS
$UpCase
$UpCase:%Info
Volume
$WINDOWS . ~BT
bootmgr
BOOTNXT
Documents and Settings
msdia8@.dll
pagefile.sys
PerflLogs
Program Files
838-144-6: Program Files (x86)
924-144-6: ProgramData
83669-144-1: Recovery
sleuthkit-4.4.8-win32
swapfile.sys
System Volume Information
Users
: Windows
[d/d 278592: $0rphanFiles

D:\Users\tkang6\Desktop\sleuthkit-4.4.0-win32\bin>

s\tkangb\Desktop\sleuthkit-4.4.08-win32\bin>fls -d Drive(C.0881

s \tkang6\Desktop\sleuthkit-4.4.8-win32\bin>
Fig 16: After running “fls -d DriveC.001”-> listing deleted entries of C Drive
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DriveC

A
Name =« Ext. Size Created Modified Record changed  Attr. 1st sector=
|_1Path unknown
|_IProgram Files 4.1 KB 07/16/2016 00:04:24.7 -6 01/22/2018 19:51:44.2 -6 01/22/2018 19:51.. R 24
|_IProgram Files (x86) 4.1 KB 07/16/2016 00:04:24.7 -6 03/26/2018 19:11:21.4 -6 03/26/2018 19:11.. R 56
|_IProgramData 4.1 KB 07/16/2016 05:45:585 -6 03/29/2018 21:26:38.1 -6 03/29/2018 21:26:.. XH 72
|_IWindows 28.1 KB 07/16/2016 00:0424.7 -6 02/11/2018 21.03:04.8 -6 02/11/2018 21:.03.. 112
(Root directory) 4.1 KB 07/16/2016 00:04:246 -6 02/14/2018 1537:51.7 -6 02/14/2018 15:37.. SH 13,808
|_1Users 4.1 KB 07/16/2016 00:04:247 -6 01/07/2017 23:42:229 -6 01/07/2017 2342.. R 17,232
|_Isleuthkit-4.4.0-win32 0-win32 4.1 KB 02/08/2017 17:09:024 -6 02/08/2017 19:11:21.1 -6 02/08/2017 19111 3409576
|_1$Extend 0.6 KB 01/03/2017 20:05:22.8 -6 01/03/2017 20:05:22.8 -6 01/03/2017 20:05.. SH 6,291,478
|_IPerflogs 48 B 07/16/2016 05:45:584 -6 07/16/2016 05:45:584 -6 01/03/2017 20:08... 6,291,574
|_1Recovery 48 B 01/03/2017 20:11:166 -6 01/03/2017 20:11:16.6 -6 01/03/2017 20:11... XSH 65,458,794
|| Documents and Settings 60 B 01/03/2017 20:11:16.8 -6 01/03/2017 20:11:16.8 -6 01/03/2017 20:11... PXSH 6,458,838
|_ISWINDOWS.~BT ~BT 4.1 KB 12/13/2017 20:45:29.6 -6  01/22/2018 21:3409.6 -6 01/22/2018 21:34.. XH 13,929,000
|_1System Volume Information 4.1 KB 01/03/2017 20:09:38.2 -6 01/03/2017 1847455 -6 01/03/2017 18:47 18,859,704
|_1$Recycle.Bin Bin 4.1 KB 07/16/2016 05:45:584 -6 02/14/2018 19:56:36.3 -6 02/14/2018 19:56... SH 34,765,368
[-L$BadClus 0B 01/03/2017 20:05:228 -6 01/03/2017 20:02:22.8 -6 01/03/2017 20:05.. SH
[k$Secure 0B 01/03/2017 20:05:22.8 -6 01/03/2017 20:05:22.8 -6 01/03/2017 20.05.. SH
] $Volume 0B 01/03/2017 20:05:22.8 -6 01/03/2017 20:05:22.8 -6 01/03/2017 20.05... ISH
] $Boot 8.0 KB 01/03/2017 20:05:22.8 -6 01/03/2017 20:05:22.8 -6 01/03/2017 20.05... SH 0
1 $MFTMirr 4.0 KB 01/03/2017 20:05:228 -6 01/03/2017 20:05:22.8 -6 01/03/2017 20:05.. SH 16
|LSUpCase 128 KB 01/03/2017 20:05:228 -6 01/03/2017 20:05:22.8 -6 01/03/2017 20:05.. SH 3,139,104
|1 $LogFile 64.0 MB 01/03/2017 20:05:22.8 -6 01/03/2017 20:02:22.8 -6 01/03/2017 20.05.. SH 6,025,480
L] $AttrDef 2.5 KB 01/03/2017 20:05:22.8 -6 01/03/2017 20:05:22.8 -6 01/03/2017 20:05.. SH 6,175,504
] bootmgr 375 KB 07/16/2016 12:37:12.0 -6 07/16/2016 05:41:53.3 -6 01/03/2017 20:05.. SHRA 6,274,560
1 $Bitmap 19 MB 01/03/2017 20:05:22.8 -6 01/03/2017 20:05:22.8 -6 01/03/2017 20.05.. SH 6,287,624
[LSMFT 264 MB 01/03/2017 20:05:228 -6 01/03/2017 20:05:22.8 -6 01/03/2017 20:05.. SH 6,291,456
] BOOTNXT 1B 07/16/2016 1237137 -6 07/16/2016 05:41:53.3 -6 01/03/2017 20.05.. SHA 6,329,436
|1 swapfile.sys sys 256 MB 01/03/2017 20:09:39.4 -6 03/29/2018 21:26:06.9 -6 03/29/2018 21:26... SHA 15,686,544
|l pagefile.sys sys 1.3 GB 01/03/2017 20:09:394 -6 03/29/2018 21:26:00.8 -6 03/29/2018 21:26.. SHA 15,882,880
[ msdiago.dil dil 884 KB 12/02/2006 01:37:14.0 -6 12/02/2006 01:37:14.0 -6 01/06/2017 1211.. A 29,319,464
|| Free space (net) 31.2GB
] idle space
[_] Misc non-resident attributes 40.0 KB 21,495,480

Fig 18: Opening image file in WinHex (Shows all folders, system files, and other things such as
free/idle space)

offset D 1 2 3 4 5 67 B 9 A528B g pE FEll ~ @S A
000000000 EB 52 50 4E 54 46 53 20 20 20 20 00 02 08 00 00 &R NTES
000000010 00 00 0O 00 00 F&8 00 00 3F 00 FF 00 00 A8 OF 00 g 7 ¥
000000020 00 0O 00 00 80 00 80 00 FF 4F 70 07 00 00 00 00 £ £ yop
000000030 00 00O OC 00 00 00 00 OO Q2 0O 0OC 00 00 OO 00 00
000000040 F6 00 00 00 01 00 00 00 F7 74 02 52 9C 02 52 A2 & +t Ree R¢
000000050 |00 00 00 00 FA 33 €0 BE DO BC 00 7C FB 68 .0 07 13AZD% |{thA

000000060 |1F 1E 68 66 00 CB 88 1eé OE 00 €6 81 3E 03 00 4E hf E® £% N
000000070 |54 46 53 75 15 B4 41 BE AR 55 CD 13 72 0C 81 FB |TFSu “A»Uf r @
000000080 55 AR 75 06 F7 cl1 01 00 75 03 E9 DD 00 1E 83 EC | U%u <A u &Y fi
000000050 (I8 68 1A 00 B4 48 8A 16 OE 00 8B F4 16 1F cD 13 h “HS <8 1

000C000AD [ 9F 83 C4 18 S9E 58 1F 72 E1 3B 06 OB 00 75 DB A3 ¥fA ZX ra §

0000000BO OF 00 Cl 2E OF 00 04 1E 5& 33 DB B9 00 20 2B C8 A. z30t  +E
0000000C0 66 FF 06 11 00 03 16 OF 00 BE C2 FF 06 16 00 EB  f¥ ZAy =
0000000DO (4B 00 2B C8 77 EF B8 00 BB CD 1A 66 23 CO 75 2D K +Ewi, »I f#iu-

0000000ED 66 81 FB 54 43 50 41 75 24 81 F9 02 01 72 1E 16 | £ 4TCPRuS 1 «r
00000DO0OF0 |68 07 BB 16 &8 52 11 16 68 09 00 66 53 €6 53 66 h » hR h fSfsf
000000100 |55 16 16 16 €8 B8 01 €6 61 OE 07 CD 1A 33 CO BF |U h, fa I 3&;

000000110 OA 13 BS F6 OC FC F3 ARA ES FE 01 SO %0 66 60 1E 1y {in2ép £
000000120 (0Oe 66 Al 11 00 ee 03 0e 1C 00 1E ee &8 00 00 0O £ = th
000000130 |00 66 50 0€ 53 68 01 00 o8 10 00 B4 42 8A 16 OE fP Sh h ‘B3
000000140 |00 16 1F BB F4 CD 13 66 59 5B 5A 66 59 €66 5% 1F <61 EY[ZEYEY
000000150 |OF B2 16 00 o6 FF 06 11 00 03 16 OF 00 B8E CZ FF i EY ZAy
000000160 |OE 16 00 75 BC 07 1F €6 &1 Cc3 Al Fe 01 E8 03 00 uts fak;s e

000000170 A1 FA 01 EB 03 00 F4 EB FD 8B FO AC 3C 00 74 09 ju & o&8y<«<8-< t
000000180 B4 OE BB 07 00 CD 10 EB F2 C3 0D OA 41 20 64 65 | » I 83& & di
000000150 |73 6B 20 72 &5 &1 64 20 65 72 72 6F 72 20 6F 63 | sk read error oc
0000001RA0 |63 75 72 72 €5 64 00 0D OA 42 4F 4F 54 4D 47 52 | curred BOOTMGR

Fig 19: Hex and ASCII values in WinHex




 Offset | 0 1 2 3 4 5 6 7 B8 9 A B C D E F . O A
000000000 ER NTFS
000000010 g 7 ¥
poooooozo OO Lo D0 50 00 80 00 FF 4F 70 07 00 00 00 00 € € yop
0000000320 JO0 00 OC OO 0O 0D 00 Q0 02 00 00 OO OO0 00 00 00
poooooo40 fFé 00 00 00 01 00 00 00 F7 74 02 52 oc 02 52 m2 Qs <t Re RS
pooooooso oo oo 00 oo fFA c E DU BC C FB 5l u3A%ZD% [{ihA
0D000000E0 g D0 CB 88 16 OE 00 66 81 3E 03 00 4E hf E° £f> W
000000070 |54 46 53 75 15 B4 41 BB AA 55 CD 13 72 0c 81 FB| TFsSu "2»3ui r 1
000000080 §55 AR 75 06 F7 ©1 01 00 75 03 ES DD 00 1E 83 Ecfu2u zA u &Y Fi
pooooooco §18 68 1A 00 B4 48 BA 16 OE 00 8B F4 16 1F ¢p 13| h -u3 <8 1
D0DO0ODOORD fSF 83 C4 18 S9E S8 1F 72 E1 3B 06 0B 00 75 DB A3 || ¥4 2X ra:; ufs
0000000B0 JOF 00 C1 2E OF 00 04 1E Sa 33 DB B% 00 20 ZB CB A, 2301 4E
nooooooco §66 FF 06 11 00 03 16 OF 00 BE C2 FF 06 16 00 E8 | £y ZAy &
0000000D0 §4B 00 2B CB8 77 EF BS 00 BB CD 1A 66 23 CO 75 2D K +Ewi, »I f#Au-
DDOODODOED |66 81 FB 54 43 50 41 75 24 81 FS 02 01 72 1E 160 £ GiTcPRuS oo
00O0O00OFD |68 07 BB 16 68 52 11 16 68 0% 00 66 53 66 532 66lh » hR h f£Sfsf
000000100 §55 16 16 16 68 BB 01 66 61 OE 07 cD 1A 33 c0 BFJU h, fa T 3A;
000000110 JOR 13 BS F6 0OC FC F3 BA ES FE 01 90 90 66 60 1E 15 163&p £
poooooilzo Joe 66 A1 11 00 66 03 06 1C 00 1E 66 &8 00 00 00 £; £ fh
0000001320 J00 66 S0 06 53 68 01 00 &8 10 00 B4 42 8A 16 OE| fP Sh h “BS
000000140 J00 16 1F BB F4 ©D 13 66 5% SB 5& 66 59 66 5% 1F <61 EY[zfYfy
000000150 JOF 82 16 00 66 FF 06 11 00 03 16 OF 00 BE c2 FF| , £y ZAy
000000160 JOE 16 00 75 BC 07 1F 66 61 C3 A1 F6 01 EB 09 00 uk fal;p &
000000170 21 FA 01 E8 03 00 F4 EB FD 8B FO AC 3C 00 74 09 ;4 & &&8ywd-< t
0000001580 B4 OE BB 07 00 ©D 10 EB F2 ©3 0D O& 41 20 64 69 » [ @& =& di
000000180 |73 6B 20 72 65 61 64 20 65 72 72 6F 72 20 6F 63| sk read error oc
DODO0OD01RD |63 75 72 72 65 64 00 0D OA 42 4F 4F 54 4D 47 52 | curred  BOOTMGR
0000001B0 f20 69 73 20 63 6F 6D 70 72 65 73 73 65 64 00 0D is compressed
0000001co JOR 50 72 65 73 73 20 43 74 72 6c 2B 41 6C 74 2B|| Press ctrl+mlt+
0000001D0 44 65 6C 20 74 6F 20 72 65 73 74 61 72 74 0D OalDel to restart
0000001E0D JOO 0O 00 OO 0O OD 0O 0O OO 0O 00 OO 0O 00 0O 00
0D00001F0 QOO 00 00 00 DO 00 82 01 A7 01 BF 01 00 00 AR 58 ; s

Fig 20: PBS Format
Jump instruction is highlighted in red, OEM ID is highlighted in blue, BIOS parameter block
(BPB) is highlighted in purple, extended PBP is highlighted in black, bootstrap code is
highlighted in green, end of sector marker (55AA) is highlighted in gray. Partition table starts
from 1BE and ends at 1FE which is right before the sector marker.



D:\Users\tkangt\Desktop\sleuthkit-4.4.0-win32\bin>diskpart

Microsoft DiskPart version 18.6.14393.6

Copyright (C) 1999-2813 Microsoft Corporation.
On computer: 538-81:

DISKPART> list
Dyn Gpt

Online
Online
Online

DISKPART> select disk @

Disk @ is now the selected disk.

DISKPART> list partition
Partition #i##t Type

Partition 1 Primary 568 MB 1824 KB
Partition 2 Primary 59 GB 5081 MB

DISKPART> list volume
Volume ### Ltr Label
Volume @ DVD-ROM 2 B MNo Media
Volume ° Sy : Partition A8 MB Healthy
Volume 2 ; Partition 5 Healthy
Volume 3 ) PersistentD Yartition 63 GB Healthy

Volume £ InternalDis Partition 19 MB Healthy

DISKPART>

Fig 21: Using diskpart to find out about C: Drive



D:\U

3 2\bin>mmls

-t dos \\.\PhysicalDrive®

Description
Primary Table (#@)

NTFS f
Unallocated

Fig 22: After running “mmls -t dos \\.\PhysicalDrive0” > listing partition table content

Starting sector numbers | Size in hex Size in decimal
The entire partition | 0 F00000200 | 64,424,509,952
The PBS 0 200 512
The partition table | 2048 EFFF00000 | 64,423,460,864

Fig 23: Table displaying information for NTFS partition



