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First off, a nmap scan was done to see all the possible TCP open ports. The versions of each 
open port are also listed thanks to the -sV option. Clearly, there are many open ports that can be 
a possible vulnerability. Before starting Metasploit and attempting any exploits, I opened Firefox 
and entered the IP address of metasploitable2 since HTTP (port 80) was an open port. 



 
When using metaspoitable2’s IP address on Firefox, this is the page that I am greeted with. As 
you can see, there is a link to numerous options. You can see whether or not that server is 
vulnerable by adding “?-s” to the end of URL without the quotation marks. On a secure site, 
nothing will happen but if it is not secure, the source code will be visible. The home page and of 
these 5 options, phpMyAdmin, Mutillidae, and DVWA show their source code when you use “?-
s.” In the screenshot below, you can clearly see that it is vulnerable for phpMyAdmin. 

 
I can find out more information by adding “/phpinfo.php” to the end of the home page. As shown 
below. 



 
From this screenshot, we can see PHP version and Server API which is CGI/FastCGI. Now that 
this vulnerability and information is found, it is time to use Metasploit’s search function to find 
some PHP CGI exploits or more specifically php_cgi.  

 
 

 



There is only 1 exploit that can be found using the search function. You can also find this exploit 
on Rapid7’s vulnerability and exploit database which shows that the PHP version and CGI we 
found earlier is vulnerable to this exploit. 
Time to use it and set RHOST to metaspoitable2. 

 

 
Success. Now the fun begins. The following screenshots show some commands being run after 
successful exploitation. 

 



 

 
Unfortunately, trying to display /etc/shadow does not work. There does not seem to be a possible 
way to elevate privileges using this method. Another exploit would have to be used to 
accomplish this. For the port 21, vsftpd is the version and when searched on Metasploit, there is 
1 exploit that is found. 

 
A shell is found and I was successfully able to get in as root and open /etc/shadow as root. 

 


