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I. Executive Summary 

Timothy Kang from ITMS 543-02 was “contracted” by the startup company “Good Shopping” to 

conduct a vulnerability analysis and penetration test. The target will be the company’s 2 

websites: www.goodshopping.com and www.moviescope.com. A series of tools will be used in 

order to test the websites, find and analyze vulnerabilities, and attempt at penetrating the target. 

Identifying such vulnerabilities and attack vectors will be used to understand the level of security 

of the websites and what an outside attacker can potentially do. No information other than the 

two website links, the IP address, and the names of the company president, CIO, and CFO have 

been provided. This information is similar to what an outside attacker might come across and 

begin with. Scans and vulnerability analysis tools will first be conducted to understand what 

openings are available for the attacker and any vulnerabilities that are spotted by either the 

application or myself. The easy ports such as FTP, SSH, and telnet could be used to connect with 

the server if proper credentials are found. If this cannot be accomplished, observing the other 

open ports and the versions associated with them can be used to find exploits as another way to 

gain elevated privileges. The end goal of this penetration test is to gain access onto the server 

with a high enough privilege to do necessary tasks. 

 

 

 

 



II. Testing 

This section will go over the different test scans that have been conducted to test the websites 

and the IP address. The purpose will be to find any vulnerabilities that can be analyzed and 

categorized in the following section. 

Nmap 

As stated earlier, open ports should be observed since this can serve as a weakness that an attack 

can exploit. Therefore, two nmap scans will be conducted: One for TCP ports and other for UDP 

ports. 

 

Fig 1: TCP port nmap scan of all known ports 



There is a total of 65,535 ports and this nmap scan will find every open TCP port and the 

corresponding version for each open port. We can clearly see that there are many open ports. 

Most are for the msrpc service but there are quite a few others that can serve as a vulnerability.  

 

 

Fig 2: UDP port nmap scan 

Since the first scan only looks for TCP open ports, another scan was conducted so only UDP 

open ports can be spotted. Now there are more open ports can could be possibly be used in an 

attack. 



Nikto 

 

 

Fig 3: Nikto scan on port 80, 5985, 47001 

The next scan that was used was Nikto which is used for web servers. From the open ports, we 

can see that there are three TCP open ports that have the HTTP service. These ports are 80, 5985, 

and 47001. This scan will show the server for these ports and any headers that are not present, 

defined, or set which can be a vulnerability. 



OpenVAS 

 

Fig 4: OpenVAS vulnerability report results 

OpenVAS generates a report with many vulnerabilities and shows the severity, the ports 

involved, and actions that can be taken to combat the vulnerability. Section III will go into 

further detail on this. 

Vega 

 

Fig 5: Vega results  



Last but not least, the Vega scanner was used as another source of finding vulnerability, 

specifically ones dealing with the web applications. The results will be explained in the next 

section.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



III. Vulnerability Analysis 

Analysis of Findings of each Tool 

Nmap 

First off, one thing to note is that the target is a Windows Server. This should be kept in mind 

especially during the penetration process. Also, the fact that port 21 for FTP is open means that 

we can possibly FTP into the server if we have the correct credentials. The HTTP service ports 

can be skipped for now since Nikto was used to look at those in-depth. Majority of the open 

ports are for Windows Microsoft RPC so this opening can be further researched using Rapid 7’s 

vulnerability and exploit database to see if there is anything to use for exploitation.  

Nikto 

Nikto shows that each HTTP service port has anti-clickjacking X-Frame-Options header as not 

being present, X-XSS-Protection header as not being defined, and X-Content-Type-Options 

header as not being set. These headers can protect from clickjacking, cross-site scripting, and 

MIME sniffing. These vulnerabilities can be detrimental to the company so they should be 

addressed and fixed accordingly. 



OpenVAS 

 

Fig 6: In-depth details of most severe vulnerability in OpenVAS 

The #1 vulnerability for this IP address according to OpenVAS deals with a vulnerability on port 

80. You can clearly see the dangers of this vulnerability since it allows remote attackers to run 

malicious code. Another vulnerability on port 80 is the fact that HTTP is being used. These sites 

are used by people to buy products and log in with their credentials. Transmitting sensitive data 

in cleartext can be easy pickings for a man-in-the-middle attack. Next on the list deals with port 

135 and MSRPC. While this might not be a devastating attack, it can be used as a way for an 

attacker to get more information on the target which can work together with other exploits. The 

next 3 that are listed are on port 3389 and deal with weak cipher suites, weak signature 

algorithms, and weak key size. These vulnerabilities will serve as a weakness that make it easier 

for the attacker to decrypt communications. The last result deals with TCP as a whole since 

timestamps can be seen. These timestamps can be used to compute uptime. 



Vega 

Similarly to OpenVAS, Vega shows that cleartext passwords over HTTP is a vulnerability that 

shouldn’t be ignored. After all, we wouldn’t want the attackers to discretely be stealing sensitive 

information. A local filesystem path was also found by Vega. This could allow an attacker to 

understand filesystem layout which could be used in unison with other attacks. ASP/ASPX error 

message was detected which could give sensitive information. Lastly, the autocomplete attribute 

for passwords was not turned off so passwords could be stored locally which can be dangerous.  

List of Vulnerabilities based on Priority and Solutions 

High priority 

1. HTTP.sys Remote Code Execution Vulnerability (spotted by OpenVAS) 

a. Solution: Windows Update and hotfixes provided by Microsoft for MS15-034 

2. Cleartext Transmission of Sensitive Information via HTTP (spotted by OpenVAS and 

Vega) 

a. Solution: Make use of HTTPS and enforce transmission via an encrypted 

SSL/TLS connection 

3. FTP open port 21 (spotted by nmap) 

a. Solution: Either prevent anyone from connecting via FTP or ensure that all 

usernames and passwords are unique and strong 

4. Weak cipher suites, signature algorithm, and key size (spotted by OpenVAS) 

a. Solution: Use strong ciphers, use strong hashing algorithm instead of SHA-1, and 

use Elliptic-Curve Diffie-Hellman or something with 2048 or greater bit key size 

Medium priority 

1. DCE/RPC and MSRPC Services Enumeration Reporting (spotted by OpenVAS) 



a. Solution: Filter traffic going to any Microsoft Windows RPC ports 

2. Heads not properly set, defined, or present (spotted by Nikto) 

a. Solution: should be set, defined, and present to prevent attacks 

3. Local Filesystem Path Found (spotted by Vega) 

a. Solution: Set it so that output is sent to an error log that is visible for only system 

administrators and developers 

Low priority 

1. TCP timestamps (spotted by OpenVAS) 

a. Solution: try to disable TCP timestamps 

2. ASP/ASPX Error Detected (spotted by Vega) 

a. Solution: disable such error messages for remote users 

3. Form Password Field with Autocomplete Enabled (spotted by Vega) 

a. Solution: set to “off” 

 

 

 

 

 

 

 

 



IV. Penetration of Target 

Now we can observe the vulnerabilities that were listed above and attempt to break into the 

target in order to achieve our goal of accessing the server. As stated in the Executive Summary, 

our first point of access will be to getting in with an open port such as FTP or SSH. In this case, 

FTP is open so that will be used to our advantage. When we FTP to the IP address, we are 

required to enter a username and password. 

 

Fig 7: result of FTPing into server 

Since we were not given any credentials, some hunting must be done. If we take a look at the 

virtual machine of the server, we can already spot 2 things.  

 

Fig 8: Usernames for server 

First thing is that there are 4 possible usernames: Administrator, George, John, and Paul. The 

second thing is that aside from Administrator, the other three are the first names of a person. 

With this in mind, I decided that a brute force can be possible. I created two custom word lists, 



one with a list of possible first names, and the other is a word list that is a shortened version of 

the rockyou.txt wordlist. I can now use Hydra using these two word lists. 

 

Fig 9: Result of using Hydra 

From this tool, I successfully got ahold of the passwords for 3 of the 4 accounts. Now I can 

search around for any files that might seem interesting.  

 



 

 

Fig 10: Successfully logging with each username/password combination 

 

Fig 11: Dir command to see any directories or files 

 

Fig 12: Going into directory and seeing a txt file 

 



Fig 13: Using get command to bring txt file to my machine 

I can see that there is a directory called “Secret Folder” and when I use cd to get into it, there is a 

txt file called “You Broke into the FTP site.” I can use the get command to download the file 

onto my virtual machine.  

 

Fig 14: File on my Kali box 

 

Fig 15: When txt file is opened. 

This penetration attempt was a success. I was able to get into the server, find information that I 

wanted, and transfer it back to my own machine.  

 



 

 

Fig 16: If server credentials are inputted incorrectly 

One thing I noticed is that if someone were to put wrong passwords for any of these logins on the 

server, they are greeted with a password hint that is basically the password. This is extremely 

dangerous practice and should be avoided at all cost. The hint should be unique so that only the 

authorized user can understand. All-in-all, strong passwords, unique usernames, and unique 

passwords should be implemented. 

 



Fig 17: Control Panel User Permissions 

When I signed into the machine and went to user accounts in the control panel, I was able to see 

whether or not each user was an administrator or local account. So not only are the passwords 

easy to find but without doing any extra work, I can have administrator level privileges when 

signing into John. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



V. Summary and Conclusion 

Many possible vulnerabilities can be spotted just from doing a quick scan of what the open ports 

are. From those open ports, other tools were used to further understand how vulnerable these 

ports were. Nikto, OpenVAS, and Vega found vulnerabilities that ranged from code-related 

problems to weaknesses due to something being outdated. However, this does not spell doom for 

“Good Shopping.” These vulnerabilities have been categorized based on severity and the 

solutions have been stated. I would recommend all of them to be addressed and fixed accordingly 

but that is up to the company to decide based on their resources. Updates and hotfixes provided 

by Microsoft should be continuously done on a regular basis to prevent easy-to-fix yet 

devastating vulnerabilities. Security must not be thought of lightly so utilizing strong encryption 

practices should be implemented. Some easy fixes include disabling, setting, and defining certain 

things just to ensure extra layer of security. I have attempted to break into the device and 

succeeded using FTP as an attack vector. Unique usernames and passwords should be enforced 

so my actions cannot be repeated by an unauthorized user. Having a username of a person’s first 

name and a hint that essentially tells the exact password is a bad idea. A company dealing with 

customer credentials and payment information are especially at risk and should be careful. In 

conclusion, action must be taken so that the company can prosper without any security-related 

issues.  


