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Executive Summary 
Timothy Kang was “contracted” by professor Kevin Vaccaro to create a vulnerability assessment 
report on the target http://demo.testfire.net/ without exploiting it. Series of tools were used for 
this assessment in order to identify any open ports and vulnerabilities, be it ones connected to 
those ports or to the code of the target. Based on how serious these vulnerabilities are, action is 
recommended. 
 

Summary of Results 
Multiple port scans were done to get an idea of what this target has to offer. From these scans, 
we can see 3 open ports and their versions. A tool called Sparta was used to further confirm these 
results. Now that this was done, Nikto was used to find vulnerabilities for each of these open 
ports. There were certain headers that were not set, defined, or present which can result in XSS 
attacks, content sniffing, and dangerous transmissions of sensitive information over HTTP. 
OpenVAS was used to find even more specific vulnerabilities and their possible fixes. Apache 
Tomcat, SSL/TLS, and other vulnerabilities were found. Some can be easily fixed with vendor 
provided software upgrades while others have workarounds or no fixes at all. Lastly, the coding 
vulnerabilities were observed using Vega and OWASP. The use of HTTP authentication and 
cleartext, cookies, XSS, and SQL injections are all vulnerabilities that can be found from this 
target’s code. Not to mention the fact that admin login credentials are unsurprisingly 
admin/admin. Clearly, there are many vulnerabilities of this target that can be exploited by an 
attacker. It is highly recommended that immediate action is taken.  
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Attack Narrative 
 

Nslookup 

 
Since only the target’s URL is given, I begin with a simple nslookup to find the IP address. This 
information will come in handy for certain commands and tools.  
 

Nmap 

 
Now I can scan this target to scan the network for open ports using nmap. The options allow for 
TCP open ports along with version numbers to be displayed. One thing to note is that only the 
first 1000 pots have been scanned. Based on this scan, we can see that port 80, 443, and 8080 are 
open along with their corresponding versions.  

 
This nmap command will basically do the same thing as previous scan but will do a full scan 
where it scans 65535 ports. There does not seem to be any other open ports other than the ones 
listed before.  
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Nmap with the -A option gives the versions for each port and some extra information. The 
previous nmap scans have basically showed this information so not much more is learned other 
than confirming the previous findings. 
 

Sparta (for confirmation) 
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These screenshots from Sparta are to just confirm the results found from the nmap scans on the 
terminal. Vulnerability databases can be observed to see if any of these versions have 
documented vulnerabilities. 
 

Nikto 
Nikto is another scanner tool to test web servers. It was run with the 3 open ports to see the 
vulnerabilities associated with each one.  

 
First off, for port 80, it shows that there are certain headers (X-XSS-Protection and X-Content-
Type-Options) that are either not defined or set. The undefined header means that some forms of 
cross-site scripting could be used. The header that was not set could be used to block content 
sniffing so it should be set just incase. The X-Frame Options header is not present which is 
needed to avoid clickjacking attacks. 



Kang 6 
 

 
For port 443, it is similar to port 80 with an addition of Strict-Transport-Security HTTP header 
not being defined. This is quite important for a banking site since it tells browsers to access the 
site using HTTPS instead of HTTP.  

 
Port 8080 basically has the same vulnerabilities as 80. 
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OpenVAS 
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Many vulnerabilities are listed when using OpenVAS. The severity along with what is needed to 
fix, mitigate, and work around should be considered. Especially since it is not always feasible to 
fix every problem. For example, Apache Tomcat vulnerabilities should be fixed by upgrading to 
the recommended versions given by the vendor. This will prevent XSS attacks, sensitive 
information from being obtained, denial-of-service attacks, and bypassing security restrictions. 
For the MacOS X vulnerability, changing configurations to block access to hidden files will help 
prevent giving attackers extra information about contents of a directory. For some bizarre reason, 
usernames and passwords are transmitted in cleartext via HTTP which is the last thing someone 
wants when visiting a banking site. Last but not least, for the SSL/TLS vulnerabilities, SSL 
options should be disabled and TLS should be enabled. 
 

Vega 
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Vega will be used to find vulnerabilities with the code for this website. Once again, HTTP strikes 
again as a highly dangerous vulnerability. By requiring HTTP authentication and using cleartext 
for sensitive information rather than encrypting it, there is no stopping someone from 
eavesdropping. For a bank website, sensitive information such as usernames and passwords 
should be nowhere near an unauthorized user. Another problem this site seems to have is being 
vulnerable to cross-site scripting (XSS) which is dangerous for sites dealing with sensitive 
information. Session cookies should be secured which in this case, is not. Another vulnerability 
is the possibility of a SQL injection which can result in remote attackers gaining access 
privileges to the database and its server.  
 

OWASP 

 
OWASP provides another assessment of the coding problems. All of these vulnerabilities have 
been discussed in previous sections of this report. Clearly, there is quite a few coding problems 
that should be taken into account.  
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Of course…it works… Admin/Admin 

 

 

Based on how there were so many vulnerabilities, I attempted to try a couple basic username and 
password combinations to find out that admin/admin worked. No words can express how 
dangerous this is for a banking site. The screenshot shows that editing user information is 
possible. On this page, I could add an account or user and even change the password.  


